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1
Decision/action requested

This pCR proposes to add security requirements on the unicast message protection on PC5.
2
Rationale

This pCR proposed to add security requirement on the unicast message protection on PC5 based on the agreement and  conclusion of TR33.836.
3
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TS33.536.
********************** First Change ****************************

5.3
Security for unicast mode

5.3.1
General

Editor's Note: This clause outlines the general aspect of unicast security procedures. 
5.3.2
Requirements
Editor's Note: This clause lists up the requirements that can apply for the unicast mode over NR based PC5 reference point
The 5G System shall provide means for mitigating trackability attacks on L2 identities during eV2X unicast communications.
The 5G System shall provide means for mitigating linkability attacks on L2 identities during eV2X unicast communications.
The initiating UE shall establish a different security context for each peer UEs during the V2X unicast link establishment.
NOTE: The potential requirement above is analogous to the corresponding ProSe [6] requirement.

V2X unicast link security establishment between the initiating UE and each peer UE shall be protected from man-in-the-middle attacks. 

The system shall support confidentiality and integrity protection of the PC5 user plane.
The system shall support integrity protection of PC5-S Signalling for V2X unicast.

The system shall support confidentiality protection for the update of link identifiers.
Editor's Note: Other security requirements are FFS.
5.3.3
Procedures

Editor's Note: This clause specifies mechanisms that can meet the requirements captured in 5.3.2 
********************** End of pCR********************
